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1. OBLLIME CBEJEHUS

1.1 OcHoBaHMe il pa3padOTKHU

B nacrosmem Onucanuyd OpeACTaBI€Hbl OCHOBHBIE TEXHHYECKHE PEUICHHS 10
CO3JJaHUI0  CHUCTEMbI  3alllUThl  MEPCOHABHBIX  JAHHBIX, O00padaThIBAEMBIX C
HCIIOJIb30BaHUEM CPEICTB AaBTOMATU3AIUY, 111 MH(POPMAIIMOHHBIX CUCTEM MEPCOHATBHBIX
naHbiXx MBJIOVY «Jletckmii cag No212 «CoHBIIIKOY (J1aee - opraHu3arius).

1.2 CHHCOK HCHOJIb3YyeMBbIX COKPALICHU I

All - aOOHEHTCKUI MyHKT

APM - aBromaTu3zupoBaHHOE pabouee MeCTo

AC - aBTOMaTHU3UpPOBAHHAS CUCTEMA

Wb - undopmanmonnas 6e30nacHOCTb

NC - uadopmarmonnas cucrema

UCIIn - nHbOpMallMOHHASI CUCTEMA MEPCOHATBHBIX JIAHHBIX
K3 - konTponupyemas 30Ha

JIBC - nokanbHast BEIYUCIUTEIILHAS CETh

MD - MexceTeBOM PKpaH

HCJI - HecaHKIMOHMPOBAHHBIN TOCTYI

OWU - oO6bexT nnpopmaTuzauu

OI1O - obmecucTeMHOE TPOTPAMMHOE 00ECTICUCHHE

[1/IH - mepcoHanbHBIE JaHHBIE

[1T1O - npuknagHOE MpOrpaMMHOe oOecTieueHue

P/l - pykoBoasnii JOKyMEHT

CBT - cpeacTBO BBIYMCIUTEIIBHON TEXHUKH

C3MU - cpeacTBo 3amuThl HHOOpMALHH

C3U HC/J] - cpenctBo 3anuThl HHGOPMAIIUKM OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA
CK3HU - cpenctBo kpuntorpaguiyeckoi 3aniuThl HHGOPMAIUN
T3 - TexHUYECKOE 3aJaHue

I1O - mporpamMmmHOE oOecrieueHHE

OMUII - snexTponHas nudpoBas MOAMUCH

1.3 3akoHoaaTe/JibHasi H HOPMATUBHO-MeToAMYeCKas1 0a3a

- ®enepanbHbiii 3akoH oT 27.07.2006 1. No 152-03 «O mepcoHabHBIX JTaHHBIX
(manee - ®3  «O nmepcoHaNbHBIX JaHHBIX)»), YCTAHABIMBAIOIIUNA OCHOBHBIE MPHUHIIUIIBI U
ycioBusi oOpabotku II/IH, mnpaBa, OOA3aHHOCTM UM OTBETCTBEHHOCTh YYaCTHUKOB
OTHOILLIEHUM, CBSI3aHHBIX ¢ 00padoTkoit [1[H.

- CoenumanbHple TpeOOBaHUS M PEKOMEHJALMM 1O TEXHUYECKON 3alluTe
koH(punennuansHoit napopmanuu (CTP-K), yrBepxkaens mpukazom [ octexxommccuu
Poccun ot 30.08.2002 r. Ne282.

- HM3Bemienue o koppektupoBke CrieliMaibHBIX TPeOOBAaHUN M PEKOMEHIAIUHN 10
TeXHUYECKOM 3amuTe KoHpuaAeHImaabHou nandopmaruu 2006, 2008.

- COOpHUK BpEMEHHBIX METOAWK OIEHKH 3al[UIIEHHOCTH KOH(UJICHIHMAIbHOM
MH(pOpMALIMK OT YTEUKH MO TEXHUYECKUM Kanam, 2002.

- TOCT P 51583-2000 3amurta wHbopmamuu. [lopsmok  co3maHus
aBTOMATU3UPOBAHHBIX CUCTEM B 3aIUIIIEHHOM HCIIOJHEHUHU.

- T'OCT P 51624-2000 3amura uHpopmaiiu. ABTOMaTU3UPOBAHHBIE CHCTEMBI B

3alUIIeHHOM UcnioiHeHuu. O01ue TpedoBaHusl. 4



- «TpeboBaHMs K 3alIUTe MEPCOHAIBHBIX JaHHBIX NOpU UX 00paboTKe B
MH(OPMAIIMOHHBIX CUCTEMAaxX MEPCOHANBHBIX JAHHBIX», YTBEPKICHHbBIE TOCTAHOBIEHUEM
[IpaButensctBa PO ot 1 HOAOps 2012r. Nel119.

- «llonoxxenne 00 OCOOEHHOCTSIX OOpaOOTKM NEPCOHAJBHBIX  JIaHHBIX,
OCYIIECTBIISIEMOM 0€3 HCHOJb30BaHUS CPEACTB ABTOMATU3allMM», YTBEPIKICHHOE
IToctanoBnenuem IlpaBurensctBa PO ot 15.09.2008 r. Ne687.

- «TpeboBanus K MarepHaJbHBIM HOCHUTENSIM OHMOMETPUYECKUX MNEPCOHATBHBIX
JAHHBIX M TEXHOJOTHUAM XPAHEHHsS TaKUX JaHHBIX BHE HWH(GOPMALMOHHBIX CHUCTEM
IIEPCOHAIBHBIX JaHHBIX», yTBepKacHHble [locranosienueM lIpaBurenscrBa PO ot
06.07.2008 r. Ne 512.

- Ipuka3z @eaepanbHol Cay>KOBI IO TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO OT 5
deBpans 2010 r. Ne 58 «O6 yrBepxkaeHuun [lonoxkeHuss 0 METOJax U Crocodax 3aluTh
uHbopMaIKi B THPOPMALIMOHHBIX CUCTEMAaX NEPCOHATBHBIX JaHHBIX).

- PykoBogsiuii JOKyMeHT. « ABTOMaTU3UPOBaHHBIE CUCTeMBI.  3amura  oT
HECaHKLIMOHUPOBAHHOTO AocTyna K nHdopmanuu. Kiaccudukanus aBToMaTU3MpOBaHHBIX
cucteM U TpeOoBaHus Mo 3amute MHbopmauuu» (yTB. peumieHueM [ocymapcTBeHHON
TexHuueckon komuccuu npu [pesuaente PO ot 30 mapta 1992 r.).

- PykoBogsmmit qokymeHTt. «CpeicTBa BIUMCIUTENBHOW TEXHUKH. MexKceTeBbie
9KpaHbl. 3alIuTa OT HECAHKIMOHUPOBAHHOIO JocTyna K uHpopmanuu. [lokazarenu
3alIMIIEHHOCTH OT HECAaHKIIMOHMPOBAHHOTO JOCTyNa K MHpopManuu» (yTB. pelIeHuEeM
['ocynapcTBenHo# Texuuueckoit komuccuu npu [pesuaente PO ot 25 uronsa 1997 r.).

- PykoBomsammii 1okymMeHT. 3amura OT HECAaHKUIMOHUPOBAHHOIO JOCTyIA K
uHpopmaruu. TepMuHsl u onpeneneHus (yTB. pemeHneM ['ocy1apcTBEeHHOM TEXHUYECKO
komuccuu npu Ipesuaenre PO ot 30 mapta 1992 r.).

- PyxoBomsammii nokyMeHT. «CpencrBa BBIYMCIWTEIBHOW TEXHUKH. 3alATa OT
HECAHKI[MOHUPOBAHHOTO JocTyna K uHpopmanuu. IlokazaTenu 3aliMIIEHHOCTH OT
HECAHKIIMOHUPOBAHHOTO AOCTyNna K MHpopMauum» (yTB. peueHueMm l'ocynapcTBeHHOM
TexHuueckon komuccuu npu IIpesunente PO ot 30 mapta 1992 1.).

- PykoBomsammii okymeHT. 3amura OT HECAaHKUMOHHUPOBAHHOIO JIOCTYNa K
undopmanuu Yacte 1. IlporpamMmmHoe oOecrieueHre CpPEACTB 3aIIUTHl HWH(POpMAIUH.
Knaccugukanus no ypoBHIO KOHTPOJISL OTCYTCTBUS HE JIEKJIAPUPOBAHHBIX BO3MOKHOCTEN
(yrB. pemienueM l'ocynapcTBeHHOUN TexHuueckoil komuccuu mpu IIpesunente PO ot 4
utoHs 1999 r. N 114).

- U Jpyrue HOPMATHUBHO-METOJIMWYECKHE JTOKYMEHTHI MO OOECIEUYEHHIO 3alllUThI
uHbOpMaITIH.



2. HEJIN U 3AJTIAYHA CO3JJAHUSA CUCTEMBbI

2.1 Ieab co3paHusa cucTeMbl

Haznauenuem C3II/IH siBnsieTca oOecriedyeHue MH(OPMAIMOHHONW 0€30MacHOCTH
MEePCOHANBHBIX JaHHBIX, 0OpabaTsiBaeMbix B MCII/IH opranuzanumu.

OCHOBHOI 1eNbI0 MPOBENECHUS PA0OT SBISAETCSA MPUBEJICHUE MOPSAKAa 00pabOTKU
MEPCOHANBHBIX JaHHBIX B OPraHU3alMU B COOTBETCTBUE C TpeOoBaHUsIMU DenepaabHOro
3akoHa ot 27 wuronsa 2006 r. Nel52-®3 «O mnepcoHaNBbHBIX TAHHBIXY,
HOPMATHBHO-TIPABOBBIX IOKYMEHTOB, B TOM YHCJIE€ B YaCTU TPEOOBAHMI K TEXHUYECKOU
3alllMTe aBTOMaTU3UPOBAHHBIX CUCTEM, 00padaTHIBAIOIINX IEPCOHATIBHBIE IaHHBIE.

Henpro cozganusa C3I1/IH ABISIETCS NCKIIOYEHNUE WIIN CYLIECTBEHHOE 3aTPyAHEHUE
NOJIy4YEHHUS 3JTI0YMBIIINIEHHUKOM 3aluiinaeMoi nugopmanuu, oopadarsisaemoit B UCIIJH,
a TaKKe HCKIIIOYEHHE WM CYLIECTBEHHOE 3aTpyJHEHHWE HECAaHKIMOHUPOBAHHOTO W/WIIA
HENpeJHAMEPEHHOTO BO3/ICHCTBUS Ha 3aIMIIAEMYI0 HH()OPMALIUIO U €€ HOCUTEIH.

2.2 3agauu CO3MaAHUA CHCTEMBI

CoznaBaemas C3I1In gomxHa oOecrieunBaTh 3P PEKTUBHOE pEUICHUE CIEAYIOIUX
3ajau:

- 3alIUTy OT BMEMIATENbCTBA B Tporiecc GyHKimonupoanusi OW mOCTOPOHHUX U]
(Bo3MoOxHOCTh Hcmonb3oBaHuss OW U mocTym K ero pecypcaMm JOJDKHBI UMETh TOJBKO
3apETUCTPUPOBAHHBIC YCTAHOBICHHBIM MTOPSIIKOM MOJIE30BATEIHN );

- pasrpaHUuYeHHE [OCTyNa 3apeTUCTPHUPOBAHHBIX IMOJB30BATENEH K armapaTHbBIM,
IpOrpaMMHBIM U HH(OpMaIMoHHBIM pecypcam OU;

- perucTpanuio JAeWUCTBHI TOJb30BATENEed MpPHU UCIONB30BAHUH  3aLIUIIAEMBIX
pecypcoB OUM opranuzanu B CHUCTEMHBIX >XypHajlaX M TEPHUOAMYECKUN KOHTPOIb
KOPPEKTHOCTU JeiicTBHii monb3oBateneid OM myTem aHanmm3a COXEPKUMOIO ITUX
’KYPHAJIOB;

- KOHTPOIIb IIEIOCTHOCTHU CPEbI HCIIOTHEHUS ITPOrpamMm;

- 3aIIUTY OT BHEAPEHUS  HECAaHKIMOHUPOBAHHBIX  TMPOTpPaMM,  BKIIOYAs

KOMITbIOTEPHBIE BUPYCHI;

- obecrieueHue 0€30MaCHOTO MEKCETEBOIO B3aUMOICHCTBHS;

- 3alIUTy KOH(QUACHUUATbHON MHGOpPMAIMU OT yTEUKM MO TEXHUYECKUM KaHajiam
npu ee o0paboTKe, XpaHEHUH U Tepeaaye Mo KaHajlaM CBSI3HU;

- oOHapyXeHHUE BTOPIKECHUM.



31 OOmme TpeOOBAHMS K TEXHMYECKUM CPeACTBAM 3aIUUTHI HHpoOpManuu

B C3II[IH m0mKHBI MCHOJB30BAThCS TOJIBKO CPEJCTBA 3aIUTHI MH(QOpMaLUH,
CEepTU(PUIIMPOBAHHBIE B YCTAHOBJIEHHOM MOPSAJKE HAa COOTBETCTBUE (PYHKIMOHAIbHBIM
TpeOOBaHUAM HH(POPMALMOHHON O€30MaCHOCTH, YCTAHOBIECHHBIM IMOPSJIKOM B CHCTEME
ceptudukanuu ®CTIK Poccun unu ®Ch Poccum.

C3I11H nomkHa BKIOYATh B c€0s ClIeyIOUIUe TOICUCTEMBI:

- MOJCHCTEMA YIPABJICHUS TOCTYIIOM;

- MOJACHCTEMAa PErUCTPAlLUU U YUETa;

- mojcHucTeMa 00ecnedeHUsl LIeJIOCTHOCTH;

- MOJCHCTEMAa AaHTUBHPYCHOM 3aIUTHI;

- mojacucTteMa 0e30MacHOro MEXCETEBOT0 B3aUMOIEHCTBHS;
- TOJCHCTEMA aHaJIM3a 3alIUIEHHOCTH;

- mojcucTeMa OOHapyKEeHUs! BTOPKEHU.

3.2 TpeOoBaHud K MOJACUCTEME YIIPABJICHUS JOCTYIIOM

HO,HCI/ICTGMa YHpaBJICHUA OOCTYIIOM  JOJI’KHA oOecrieunBaTh  BBITIOJIHCHHE
CICcAyromux Tpe6OBaHHﬁ I/I)lGHTI/I(bI/IKaIII/ISI " IPOBCPKU NMOAIIMHHOCTH IMOJIb30BATCIIA IIPU
BXOOC B CHCTEMY HH(l)OpMaHHOHHOfI CUCTCMBI 110 IIApPOJIF0O YCJIOBHO-TIOCTOAHHOTO
}IGIZCTBPISI HHHHOﬁ HE MCHCC IICCTH 6yKB€HHO-HI/I(1)pOBBIX CHUMBOJIOB.

3.3 TpeOGoBanus K moACHCTEME PErHCTPALUM U y4eTa

[loncucrema peructpalii ¥ ydeTa JODKHA OOECIeYMBaTh  BBINOJTHEHUE
CJIEIYIOIINX TPEOOBAHMIA:

- Peructpanust Bxona (BeIX0/a) IMOJIB30BATENSl B CHUCTEMY (M3 CUCTEMBI) JHOO
perucTpanus 3arpy3ku 1 MHUIMAIU3AIHN ONEePaAllMOHHON CHCTEMBI U €€ MPOTrpaMMHOT0
ocTaHoBa. B mapamerpax perucTpaii yKa3bpIBalOTCA: JaTa U BpeMsl BXoja (BBIXOJA)
MOJIb30BATENS B CUCTEMY (M3 CUCTEMBI ) WIIM 3arpy3Ku (OCTAHOBA) CUCTEMBI.

- Y4er Bcex 3aluaeMbIX HOCUTENEH HHPOPMAIIMH C TTOMOIIBIO UX MAPKUPOBKH U
3aHECEHHE YUCTHBIX TAHHBIX B )KypHAII y4eTa.

34 TpeOoBaHus K moacucremMe odecrnedeHus: MeJOCTHOCTH

[loncucrema obOecnedeHHs] IIEJIOCTHOCTH JIOJDKHA OOECTeYMBaTh BBIMOTHEHUE
CJIEIYIOIINX TPEOOBAHMIA:

- OOecrmeyeHne MEIOCTHOCTA MPOTPAMMHBIX CPEICTB CHUCTEMBI  3aIUTHI
MEPCOHANBHBIX JAaHHBIX, OOpabaThiBaeMoii WHGOPMAIMKM, a TaKKEe HEU3MEHHOCTD
mporpaMmHoi cpenbl. LlenocTHoCcTh 0OecmeunBaeTcss OTCYTCTBUEM B MH(OPMAITMOHHOM
CUCTEME CPEJICTB Pa3paOdOTKH M OTIIAJIKH TIPOTPAMM.

- @usnueckas oxpaHa HHPOPMAIMOHHOW CHUCTEMBI (TEXHHYECKUX CPEICTB U
HOocHUTeNeld wWH(OpMaIuu), TpeaycMaTpHuBaiomias KOHTPOJb JOCTYNa B TIOMEIICHUS
WH()OPMAITMOHHONW CUCTEMBI MMOCTOPOHHUX JIWII, HATWYNAE HAJC)KHBIX TPETSITCTBUN IS
HECAaHKIIMOHWPOBAHHOTO MPOHUKHOBEHUSI B MOMEIICHUS WH()OPMAIMOHHOW CHCTEMBI U
XpaHUJIUIIE HOCUTENCH HHPOPMATIHH.

- BrmmonHeHME pe3epBHOTO KOMUPOBAHUS 3alIUIIaeMON HHHOPMAITHH.

35 TpeOoBaHus K MoJACUCTEME AHTUBHUPYCHOM 3a1IUThI

[IpenoTBpamienre BHeApeHUS B WH(GOPMAIIMOHHBIE CHUCTEMBI BPEIOHOCHBIX
nporpaMm (IporpaMm-BUPYCOB).



3.6 TpeOoBaHus K mojacucTeMe 0€30MACHOI0 MeKCETEBOI0 B3aUMO/IelicTBH S

[loncucrema 6€30MacHOrO0 MEXCETEBOrO B3aUMOJAECHCTBUS JOJKHA 00ecrneunBaTh
BBINIOJIHEHUE CIEAYIOIUX TPeOOBAaHUMA:

- @DuupTpanns Ha CETEBOM YPOBHE ISl Ka)XJOrO CETEBOr0 IMAKETa HE3aBHCHUMO
(pemienue o (UABTpALMM NPUHHUMAETCS HAa OCHOBE CETEBBIX AJIPECOB OTIPABUTENS U
MOJIy4aTessi WiIM Ha OCHOBE JPYIMX SKBUBAJEHTHBIX aTpUOYTOB).

- @uubTpanus NaKeToB CIYKEOHBIX MPOTOKOJIOB, CIYyXAIIUX JJIs AUATHOCTUKU U
ynpaBiieHus1 pab0TOMN CETEBBIX YCTPOMCTB.

- Wnentuduxanus u ayreHTUGUKAIMSA aIMUHUCTPATOPA MEKCETEBOr0 SKpaHa pH
€ro JIOKaJIbHBIX 3alpocax Ha JOCTYI Mo uAeHTU(UKATOPY (KOIY) U TapOJIto.

- KoHTpoab 11e10CTHOCTH CBOEH MPOrpaMMHOM 1 HH(POPMALIMOHHOM YacTH.

- BoccTtaHoBiieHHEe CBONCTB MEXKCETEBOIO 3KpaHa Iociie cOOEB U OTKa30B
o0opy10BaHMUS.

- @uubTpalnMs ¢ y4e€TOM BXOAHOIO M BBIXOJHOIO CETEBOro MHTepdeiica Kak
CPEACTBA MPOBEPKHU MOJIUHHOCTU CETEBBIX aIPECOB.

- @uibTpanus ¢ y4eToM JIFOObIX 3HAYMMBIX IMOJIEH CETEBBIX IMAKETOB.

4, YI'PO3bI BE3OITACHOCTH UCIIIH

41  IlepedeHb aKTyaJbHbIX yrpo3 0e3onacuoctu B UCII/In

AxkTyanbpHbIMH yrpo3amu 0e3omnacHocTd B UCII/IH opranuzamnuu sBIsSIOTCS :
VYTrpo3bl HECAaHKIIMOHUPOBAHHOTO TOCTYIA K MH(POPMAIIHH.

— Kpaxa knroueit u aTpuOyToB 10CTyMA.

— Kpaxa, moauduxaus, yHUuTOKEeHUE UH(DOpPMALIUU.

— HecaHKMOHUPOBaHHBIN JOCTYI K UH(POPMAIIUU TPU TEXHUUECKOM OOCTYKUBAaHUU
(pemonTe, yHUUTOXEHNH) y3710B [IDBM.

— Ycranoska [1O He CBSI3aHHOTO C UCTIOJIHEHUEM CITY>KEOHBIX 00s13aHHOCTEH.

— VYTpara kirodeit u aTpuOyToB AOCTYyIA.

— JHoctyn k uaopmanuu, Moaudukaims, yHUYTOKEHUE JIUII, HE JOMYIIEHHBIX K €€
obOpaboTke.

— Pazrnamenue wuHboOpMmanmu, MoaudUKaUA, YHHUUYTOKEHHUE COTPYIHHUKAMHU,
JOMYIIEHHBIMH K €€ 00paboTke.

YTrpo3bl yTEYKHU 11O BUJIOBBIM KaHAJIaM.
— ¥Yrpo3a noacmaTpuBaHus KoHGUAEHIIMATLHOW nHPopMaluu ¢ MoHUTOpOB T1K.

VYTpo3bl HECAHKIIMOHUPOBAHHOI'O JI0CTYIA MO KaHallaM CBSA3U. YTpo3a «AHaIU3 CETEBOTO
Tpaduka» ¢ nmepexsatom nepeaaBaemoit u3 MCIIIH u mpuHUMaeMoil U3 BHENIHUX CETEH
uHbOpMaITIH:

— IlepexBar B npeesax KOHTPOJIMPYEMOM 30HbI BHYTPEHHUMU HAPYIIUTEISIMH.

— YIrpo3bl CKaHMpPOBAHWs, HANPABICHHbICE HA BbIABICHUE THUIIA WIM THUIIOB
HCTIOJIb3YEMBIX OIEPAIlMOHHBIX CHUCTEM, CETEBBIX aapecoB paboumx cranmuit MCII/IH,
TOMOJIOTUU CETU, OTKPBITHIX MOPTOB U CIIYKO, OTKPBITHIX COEAUHEHUN U JIP.

— YTpo3bl BBISIBIEHHUS IAPOJIEH IO CETH.

— YTpo3bl yIAIEHHOTO 3aIyCKa MPUJIOKECHUM.

— YTpo3bl BHEAPEHUS 110 CETU BPEIOHOCHBIX MPOTPaAMM.



5. HOCTPOEHHUE CUCTEMBI 3AIIUTHI HIEPCOHAJIBHBIX TAHHBIX

Jlns obecnieuenust 6e3omacHoctu [1J{n B UCITJIH opranu3zanuu oCcyiecTBIseTCs:

- zammta [I[In, oOpamaromuxcs Ha CBT, Bxomsmmx B WCIIJIH, oT
HECAHKLIMOHUPOBAHHOIO noctyna ¢ ucrnoias3oBanueM C3U or HC/J;

- 3amura IT/14, nepenaBaemMsbIX 10 KaHAJIAM CBS3H;

- 3ammTa OT YTE€YKH M0 TEXHUYECKUM KaHalaM;

- 3amura IT/IH oT BUpYCHBIX yIpo3;

C3II/lH mnpu BBINOJHEHHH OPraHU3ALUOHHO-PEKUMHBIX MEPONPUATHA IO
obecneuenuto 6ezonacHoctu nHpopmanuu B UC obGecrieunBaeT BHINOIHEHUE TPEOOBAHUIA,
npenbasieHHblx K C3II[In B pa3znene 4 gaHHOro JOKYMEHTa, a Takke O0ecredyrBaeT
MPOTUBOJEHCTBUE yrpo3aM 0€30MaCHOCTH, OTUCAHHBIM B pasjene S.

[Toctpoenue C3I1[n B MC 3akmtovaercss B MPUMEHEHUU CEPTHPUIMPOBAHHBIX
CpPEeICTB  3allMThl MHGOpPMAIMM U OOECHEYeHHH  OPraHU3aIMOHHO-PEKUMHBIX
MEpONpUATUNA MO 3aluTe HHPOpMalMM B 3aBUCUMOCTH OT CTPYKTYpbl OOBEKTa,
aKTyaJIbHOCTH W TOKa3aTelsl OMACHOCTU YIrpo3 HMH(POPMAaIMOHHON 0e30macHOCTH Ha
TAHHOM OOBEKTE.

6. OCHOBHBIE TEXHUYECKHUE PEIIEHUA

6.1 Pemenus mo 3ammute or HCJI

B kawectBe C3U ot HCJl nns 3ammThl nepcoHanbHbIX JaHHbIX B MCIIIH
IpPUMEHSETCS CepTUHUIIMPOBAHHOE TIPOTrpaMMHOE 0OecCIIeueHue.
6.2 Pemenusi no 3ammute ot yreuku II/{n 3a cuer IDMUH

B undopmanmoHHbeIX cucteMax aiisg o0paboTKHM MHOOPMAIMU UCIOJIB3YIOTCS CpEACTBa
BBIUHCTUTEIHHOW TEXHUKH, YIOBIETBOPSAIONIUE TPEOOBAHUSM HAlIMOHAIBHBIX CTAHIaPTOB
M0 DSJEKTPOMATHUTHONM COBMECTHMOCTH, I10 O€30MaCHOCTH ¢ JSPrOHOMHYECKUM
TpeOOBaHUSAM K cpelncTBaM OToOpakeHHs HWHQOpMAIMH, IO CAHUTAPHBIM HOPMaM,
MPEABABISIEMBbIM K BHICOAUCIUICHHBIM TEPMHUHAJIAM CPEICTB BHIYUCIUTEIbHON TEXHUKH.
VYrpo3sl yreuku no kanainam [I9MUH He akTyanbHBI.

6.3 Pemenus no 3amure oT yreuku II/{H no BuaA0BOMy KaHay

Jst 3amutel oT yreuku [1J{n mo BunoBomy kanany [1K yctaHaBnmuBaroTcs TakuM o0pa3om,
9TOOBI HWCKIIOUYUTH BO3MOXHOCTH IMPOCMOTpPA TMOCTOPOHHUMHU JIMIIAMH TEKCTOBOU U
rpadudeckoii wHGOPMAIMK, COAEpXkAIIeH MepCOHANbHbIE JaHHbIE C MOHHTOpPA
KOMIIBIOTEPA.

6.4 PelieHusi N0 aHTUBUPYCHOM 3a1uTe

JIns 3ammThl OT Yrpo3 BHEAPEHHsS] BPEJOHOCHBIX MpOrpaMMm (BUPYCOB) Ha
samuinaemsix [IK yctanoBnena ceptuduinmpoBannas Bepeust auiieH3uonHoro 110.
6.5 PermieHus mo 3ammre MeKCeTeBOro B3aMMoOAeHCTBUA

JInst 3aUThl MEXKCETEBOTO B3aUMOICMCTBUS U OPraHU3aluK 3alIMIIEHHBIX KAaHAJIOB
ces3u Ha [IK monws3oBarteneit UCII/IH npuMeHsieTcs: MEKCETEBOU SKPaH.
[1O umeet cepTUUKATHI:
- @®CbBb Poccun kak CpeacTBO MEKCETEBOTIO SKPAHUPOBaHU 4 Kilacca 3allUIICHHOCTH;
- ®Cb Poccum kak cpencTBo Kpunrorpaduyecko 3amuThl  UHOOpMaLUU

(mudpoBanue GaioB, TaHHBIX, COAEPKAIIMUXCA B 00JIACTAX ONEPATUBHON MaMSTH,
9



u |IP-tpaduka, BerarcIeHHE UMUTOBCTABKHY JJIs (PaiiioB, JaHHBIX COACPIKAIIUXCS B
omnepatuBHOM mamatu U 1P-Tpaduka, BbluMCiIeHUE 3HAUYCHUS XAUI-QDYHKIUU IS
(baiiioB U JaHHBIX, COJAEPKAIINXCS B 00JIACTSIX ONEPATUBHOM MaMSITH).

Taxum oOpazom, [10 moIHOCTHIO COOTBETCTBYET BCEM TPEOOBAHUSIM OE30MIaCHOCTH,
MPEIBIBISIEMBIM B YacTH OOCCIICUCHUH OE30MacCHOCTH MEXKCETEBOTO SKpaHUPOBAHUS, a
TaK K€ BBINOJHIET (QPYHKIUM KIMEHTCKOrO KpUOTOrpaduueckoro KIUEHTa IS
MOJKIIOYEHHUSI K 3aIUIICHHON CETH MepeIaun TaHHbIX.

7. OPTAHU3ALIMOHHBIE MEPOITPUATHUSA 110 3AIUTE NN B UCITTH
7.1 O0mme TpedoOBaHMSA

B pasnmene omnuchiBaloTCS  OpraHU3allMOHHBIE  (OpraHU3AIMOHHO-PEKUMHBIC,
OpraHU3aIllMOHHO  TEXHUYECKHE, KaJpPOBBIC)  MEPONPUSITHS 10  O0ECleUeHUIO
UH(GOPMAIIMOHHON 0€30MacHOCTH, IO OpPraHMu3aluu AESITeIbHOCTH MepCcoHaNa, MOPSAKY
AKCIUTyaTalluM TEXHUYECKUX CPEJCTB CHUCTEMbI B MOMEIICHUSIX, CUCTEMATUUYECKOMY
BBITIOJIHEHUIO MEp MO HEJOMYIICHUIO BBIBOJA CHCTEMBI M3 CTPOSI M KOHTPOJS YTEUKHU
3aIuInaeMor nHpopMaIuu.

7.2 Onucanue OPpraHU3aALUOHHBIX MePONPUATHI

[IpoBeneHHbIE OpraHu3alMoOHHbIE Mephl 110 3anuTe [1/{H BKIItoYaroT:

- OMHMCaHWEe TeXHOJIOTUYECKOTo Mpoliiecca 00paboTku UHPpOpMAITUH;

- YTBEp>KJEHUE MOJUTUKH HMHPOPMALIMOHHOM 6€30MacHOCTH;

- Ha3HauYeHHUE OTBETCTBEHHBIX 3a oOecneueHune 6e3omnacuoctu [1/1H;

- Ha3HauYeHHUE OTBETCTBEHHBIX 3a opranuzaiuio oopadorku [1/1H;

- CO3JaHMe MepeydHs COTPYIHUKOB, UMeroux aoctyn k [1JIH, o6padaTbiBaeMbIM B
NCIIH;

- CO3JjaHME  TepeyHs  COTPYOHUKOB,  paboTalolmux €O  CpeACTBaMU
KpunrorpahuuecKou 3aniuThl;

- ONpEAENICHUE TMEpeyHsT NOMENIEHUH OrpaHUYEHHOTO JOCTyINa, B KOTOPBIX
00pabaTbIBatOTCS
IT1H;

- COTpyAHUKH, wumeromme paoctyn K IIJIH O3HakOMJIEHBl € HWMEKIUMUCS
HOPMATUBHBIMM aKTaMU U OPraHU3AIlMOHHO-PACHOPSAUTEIbHBIMU JIOKYMEHTAMU U
UHCTPYKLMSIMU;

- COTpYOHUKH, paboTalwmue CcO CpeacTBaMu KpUNTorpadudecKod 3ailuThl,
COTJIaCHO TIporpaMme 00yUdeHHsI U3y4aloT TEXHUUECKYIO TOKYMEHTAIUIO K UCIIOJIH3YEeMbIM
CpPEACTBAaM 3aIMThI, 3HAKOMSTCS C CYIIECTBYIOIIMMH HOPMATUBHO-IIPABOBBIMUA aKTaMH U
MPUHATBIMUA OPTaHU3ALMOHHO PACTIOPSAIUTEIbHBIMU IOKYMEHTaAMU;

- CO BCEX COTPYIHHUKOB, WMewmux noctyn Kk [I/IH, B3sTO 00s3aTENBCTBO O
HEepas3IJIaleHny CBEICHNH KOH(DHUICHIINATBHOTO XapaKTepa;

- yCTaHOBKa W HacTpoika mporpammuoro obOecmeuenuss C3U mpousBeneHa B
COOTBETCTBUHU C TPeOOBAaHMS TEXHUUYECKON U HKCIUTyaTallMOHHOM JTOKYMEHTAlMel K ATUM
C3U1;

- peanu3oBaHbl  Mepbl  OOECMEUMBAIOLIUE  PE3EPBHOE  KOMUPOBAHUE U
BoccTaHoBiieHHe UH(opManmoHHbiX pecypcoB MCII[H. VYTBepxkiaeH perjiaMeHT
PE3EPBHOrO KONMMPOBAHUA. B COOTBETCTBUH C PETIIAMEHTOM BENETCS KYPHAI PE3EPBHOIO
KONUPOBAHUS;

- perJIaMeHTUpPOBaH TMOPSJOK PEMOHTA W  TEXHUYECKOrOo  OOCIIyKHUBaHUE
texanueckux cpeacts UCIIAH; 10



- B LIeJIAX OpraHu3anuuu padboThl ¢ HOCUTENIMU UHopMaluu, coaepxkamumu 11/1x
BBeJIeHbI )KypHaubl yueta HKM/] u yueta cbeMHBIX HOcUTENEH HH(OpMaIIy;
-IIpY XpPaHEHUHU, MaTEPUAIbHBIX HOCUTENEH COOII0AAI0TCs YCIOBHUA,
oOecrneunBarone coxpaHHocTs [1/[H 1 uckIrovaronue HeCaHKIIMOHUPOBAHHBIA K HUM
JOCTYIL.
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